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Abstract — In an era where Internet Protocol (IP)-based networks and commercial off-the-shelf (COTS) hardware and
software are prevalent in process industries, the threat of cyberattacks is on the rise. Cybersecurity incidents present
an increased risk to the business, manufacturing processes, and safety. As a result, companies have begun requiring
that products and systems used on the production floor comply with industry Operational Technology (OT)
cybersecurity codes and standards. In order for any business to develop cybersecurity strategies that meet or exceed
industry best practices and standards, alignment between all involved parties including producers, systems
integrators, consultants and COTS product manufacturers remain critical. This panel session will explore priorities
and desired outcomes from perspectives of three expert stakeholders and seek to define the best path forward to
ensure alignment in cybersecurity objectives and deliver impactful results.
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